muﬁsgﬂ

7 NS colbma My ok ANAINANDINIALNS

auulaysal w5 ¢gooo
20 fugou odow

Foe wwsmsfnvimuiuasasafonicleiues wazuininisduasesteyadiuyana ety
et wazfuflosugnaunislaiueswazimsaumnunseusunsdumaealnivesssuy
msamezdounasudoyaiansandinuazenruresesrnsunasesduyissiu sassuu CYCL

3eu WwEUND YNENE kasuEnmANUAILTDIUNS

81904 @. Mlsdodaninuns 7 #s oolbm.m/1 bres a1l b 1qUIBY lbdow
. MlsFodawiauns Auann 1 ws ooclom.m/? mes AYTUN el NGBAAL b&oa

fafidandhe duumilidensuduaiunisunasodioniu Aunan 1 UM oces.¢/7 dobw
aviufl o UL beow I © YA

pud Tandaunslaudanisameifounazgrudoyafanisanuinuazienavy
wp18sAnsUNATEsALBIi MesEUL CYCL Woaiuayunisiidnsnmaadnuasionvuluioddiu
Tngldnalnfanisanudinuaziennsu wazueunmedmindidudquaszuy CYcL sedudmin
KaSYRUMIIBY (MAUIaLazasAnIsUSISAIusua) iovmihiiAnnunsisaeunasysuiily
wamasiiueldutiogiu b

FanTaunsldsuudsnnnsudaasunisunasesiesd uin nsznsraumialng
yolinhenuinsanduiunsmumasmsineanusiurciasasomalsiuesiazinasnisduasos
Jayadiuyaranazunsgunsuduiinuvatsdady (Multi-Factor Authentication : MFA) L
n1514 Digital Identity (ThalD) w?a?%ﬁusﬁ"wﬁ”mu‘luguquﬁuﬁﬁmmﬁumﬂaamﬁa vadl Tudu
189110511545 9 uTeML I8 U susakudul s naenauseiuTydilidaududy
waznunmudnsmsdifsssuveghaaseadn lunsil elimsdudunisdananiussaingussasd
YolnAue wavesrmMIUISAILsUaY U fuums fall

o. UUEmuvmanisedunismumninsinwauiuasasadomslees
waraasNIANATEslaYadINYARAa MUTE @ 19 oo 10 oc Uazle o¢ laolAsiain

o. Adudmiiigguassuy CYCL seiuminny (mAuviauagasdmsusmsausua)
AT USMITANUANUAZLENIYUAIUA/LNAUIE WAZANITNAN A NLATIEIIYURIUA/ANAUS
Fafugldnuszuunsamaouasgutoyaomsanuinuasienyuresednsunasesdiuresdu

Negvali...



- b _
Tagvolwandunisiivunsian ulug (WA suswanIu) auvaninugifi nnvun v dausiui
& AUy beoe Wudull
seavduaunngaudsiduwnsig Smsusinsveliudavauaiiuauazesansuimsausua
lununsaly

FUSHUNUNBRITUIANRUNNT

YDUANIANNTUDND

o 1

(wedbans ?jEJmJi]‘VISNa
5o TTmin UfuRTvnisun
N5 sTavinuns

dinnuviesiudmin
naNuANAS LWL AL YR
W3 oge - ¢ncoax 78 mod
Fuszanu weamaun Juuh



SEORENUE !
' e {5L% 4 |
' Lo ..ﬁ...ﬁ:az....z?ﬁl’jl ....... !
' > i a-!ﬂL‘ .......................... i
AUNER [
% S

'17; UV ozen.&/ {O&@/

nIudLEsUNTUNATEIBAY
OUUUATIALN LUARER NV Gomoo

® Auseu odox

Fo9 wmsmsinsanuiuaasademndleves uarumsnsduasasdeyadiuynna iedsaiy
s le warduliaduanaumislaiuaiuazeIsuanuniousunisAumyadlnivessyuy

msawLﬁ’auua:gwu‘ﬁaagaﬁanﬁamt.?\nu,aazLawuu‘uaamﬁniﬂnﬂiaaéauﬁaaFig?ﬁa§wv e

< U (v . W 2 gy = ‘ %A ()\/)7 4
BEU FASIUNITNININ NNINIR R oo PETRRE

NN @, MIIEDNIUAAATUNMTUNATDWI DD AILLIN T LN oceD.¢/7 Como aa’a’\jﬁ o AAl odow
v . o v oo , - v 4 RS I
. M FINSUANATUNTUNATOWIBINU AN 71 1M 0Ze.&/1 berig AT IUT-=-WENIPN bdoe
. MINFININANATUMIUNATEMDINU 91 UM oRen.¢/7 bawy aTTull o liquIEU beow

didamy e. duvisdonsevsimmalng auiian 7 un obeo.¢/7 dos

A7 o BIMAYN oo U @ AT
. LWIMINSAazasusaRusEUY CYCL W o YA
on. JumBUMIIWABUIHANIUIEUY CYCL U & YA

nuvtadedisneds nawduaiunisunaseiasiusuiuesdnisyiien Uszinalne
Iidniszuunisamefeunargutoyafisnisanifnuazionnsuvsinsdnsunasesdiuviasiu
¥393¥UU CYCL W savuayuuardaaiumsiduiinvendnuazisnsuluriosiulasldnaln
fansanifinuazieniou wasvemusiudedwia seumnudwmihidudguassuu CYCL seuimin
WS AR TUAL B MU SINSE LS AT Y veuvnedwmifiduguastuu OYCL sefumispn
(Wenauazar MsUIMsAsLR) Wevmhiifnnu avivaey wasussdiuansmiiurilrduliegdy
Uiznauﬁ’u‘lﬁél"mﬁis*qu%yt,mms’lfﬁmmzwmsaamLﬁauuazgmfﬁay‘aﬁamsamLﬁﬂuaumwu
vospeinsUnAsasEIinsiu ¥ wa beos Wiiudmihiidguaszuu CYCL sefudaminudn fu

nsuduasunisunasesvissduldsuudeninnsgnnaumelve velimissaufinnsan
sufunisnuanesnisnmanuiuasass fenislovasuazuinsnisquasestoyadiuynna
wazuInsNIsEuduieuratslads (Multi-Factor Authentication : MFA) 1@y n1s1d Digital Identity
(ThaiD) w38 n1sEudummulusuutuduiifamnuiuaaonde viel Tuduvosnasnisisesu
galdnyr891uUE susan 1 duuse 1 raenvussfutydAlufanudndy wasnuniudnd
msiReszuuethaesandn lumst WelinssidumsdinanuisaTagussasd Sweanusiufiedavia
wisdninauiesdudavnin wawia uazasdmauimsdausiuannuis sduns Seil

o. UfURnmuuwmsmsaidunismuninsnsinuanuiuasasasemsleiues
LarNRINIANATBIlayadLAna M3lD & 8 oo U8 o WaYTD od laLiAsInsh



Jo-

. ﬂ°1%’u1ﬁg<$wanﬁwﬁs§qLLaszuu cveL sgRudanda (@1neudasd udanin)
LLazLﬁwﬁwﬁcgquaszw CYCL S5dumineay (MAUIauag8In mMIunIsaIusiua) Az uImsaniin
WAZLMITURIUAANALIE WaLANTNANLANLAZILIIYUAIUA/ANAUNA fz'iaLﬂué‘lﬁ’muizuumsammﬁau
Lgazﬁwuﬁa;daﬁamsam@nuazwn%waaméniﬂnﬂsaadauﬁaaf’iu Tagwelvisnidiuntsimunsitarull

(WabusWar ) pamdnnaeifidinus el Awsiuil o fugieu eeoe Wuiuly
swanduaunngaudsidnnge Tnsannsonilvaaléil QR Code viuwilsdeail

FaSsuunfialusaniansan

YauanIAutule

<

aa & ¢

(WedAsvius asnand)
59995UR UfUAT1wNIsUNY

oS URNSNALASUNNTUNATRIVIDINU

neamsAnEYiashu

nauLANATINIE DU uas Tas st

3. o bloce wooo 7B Enmel

lUsudlddidnnseding saraban@dla.go.th

fuszauan Mindeusslasesd yousealen s, oc celod oce
LNAWULYEYINN ‘UV!JJQE 9. ox ance o




;;fl%ﬁ\"hlﬂ’fﬁﬁwmu.g;a;., : fl‘mi’i3&’&‘(’3}"!'I'J'th‘m“aé}J‘r;;:..t'-‘-,;
PP S I
v ot St 18 AR, 2558
a 2569
. iuitgn L L P

ﬁfm‘mm‘s rrenTIAlYg dninnuiansas fusivaluv T, o6 b adon A8 Eatdo

1’! UM olbmo.&/? aoagm

384 weliReruddumamuenmsmidnsruiunaesnitnilsuaiuatmInisdunses
Toyndnynna

o «
UM AMIAY bdod

Gou Fanhdunmssiunuesiminisnuigiamistudaianisnssamelng

Fuvmmaciiumnmmilnueiuasteyaiivaiifistufumisrunindg Ineiims
figlonAlMirdeyatnBgl¥en (Credential dwiunmstududhau Wiiidhfiswamuniadiseesssuy
mulumitsaunindy vlidlaufanusadttsteyanie 9 vewmutsa ﬂunwagadwqma
aauansku‘lmnnnfnmaumunawmunummguazﬂswmu nignTAdRauazf sirsugie
uazdsau Tadmusuminsinmasiuasiaeademsluusiuasnninisfunsesieyaduyane
W mﬂumwnwnum‘sﬁaqnu'lu"twmwumn%’mnhumwuu toyavydldi (Credential)
gnolug uaeﬁmnuﬁauamuqman‘lua 'd's..nsmnulumwmwwqunmv:guum Watud
ae BMIAN bdoR wﬂwquﬁumﬁwauuu'rmanw{!eqnwuaqaﬂvuqﬂnaﬂlﬂamnmqﬁ’mﬂvﬁhnv
dmiuButiuamy (Credential) F1lvm MeunmsnmBudisimmeneted (Mult-Factor Authentication ; MFA)
win 1314 Digital Identity (ThalD) vieTSnmstususamiluguuuduiiimnaiunsusend

Tumit msgvmamisinefiohinmitsruRssasdunseunninsdne
mmuiunsaendenduvsiuazinasnifunterieyadouynns ua“mmmsuué’ummwawﬁwu
(Mulh-Factor Authentication : MFA) w3833 n 5B uduianuluguuuud uit inamt unsuaendte
viotl W uvsunamsdeiussiimbsrudeuniainaduussé maammsawmﬂﬁ‘lwmwﬂu
uaznumundnindaieszuuogeiniinia '[nummumﬂwumtawmu’lmuﬁ on A Bdox
Twendunnm QR Code Wowladoatiuil

- = . dd v NENIUTEUVIILABLT DY
FaTsuueRTsasdunsluduiiotas &
wodu....220
sl be dA bl
e u.

(nafidmi waddvBans)
wnidnnamsanmning YjiRsenisuny
VARNSENTIIMIRINY

-4
Juaviayn



@) ThaiCERT NCS.

Thaltand Computer Emergency Response Team anu U

T Aasy. LUK

gns:aQu MFA
NNKUJEYVIUSY |

WwunsizUovfiunsasulnysd
1o Username ua: Password solka

ti-Fact thenticatio
Aomisdugualrauuinno 1 Jdu
wiskanusy gluk3odanwnissyslasnyu

« Hudusioniss:uukso + Ua MFA d1nSu Admin / + Uatov3w MFA uavs:uudu
URL Privileged / Remote © mwanundee
o disros:wvdiAnyuaslioya * 1SOS:UUUSMISUSTIYLIIa: » 1tf Website Security

duynna Internet-facing ' Standard
» swouaniu: MFA ua: « MKuaLIasNISNOLNU , » 1t Cloud Security Standard
uWuUsuusw dwsustuuldu fAus:uu Cloud
~ - J N s S PN S
Aviinakudeviun:lasu.—
(’ i \ K - . w / B s \:
@ acAUIAYY ! wuanuiul ! wSowugldmwulovie |
Force Reset Password ; szuulaoase daandoviuuiasgu
uazUas:uu/avtioya Kinluts gofi Jort 3
AN , U /autoya ARG ?“9“9‘“ N | adomkuamAsy S/

€€ MFA Tildms:wiy ucdomnsiziiiilRovansing Uuavw Uaaany uastdodold 99




11MTN1TSNWIANNTUATUARN BN lwLUDS

WaTNININ1TANATEYRYAdIUYARA

Pagtusvanmumlevesiifeadeaiu nssrlnavesdeyadiuynna (Data Leak) Suualii
g uedreaiiios Tnewuinidoyatyddlduuresmisenu wu Jelden (Usemame) way
svianin (Password) gnineunsluuvasdng 9 Wusuauinn Sedeyaisalvadinanaunsagnuiluly
Tumsiihdsszuuansaume uled dedenuoouley] visunanadfuiiiisrtodlaglilduoygn uas
o1gnlfidugas ndulunisithdedoyadidty nsensedudns (Privilege Escalation) n3on1s
indeuthemeluszuuieiens (Lateral Movement) U8aviaeanu

MM ssETasRanrEnunITal wuiinisiin Data Leak a1afianvaunainvaietade
wiu nslaudruvalgauniu (Supply Chain Attack) mamamszuuniaduledilivasnds msua
wmsmsdaafudmivssuuidaliuinisanaisuen msfnfaurfussianaluedoya (Infostealer)
yudamsilvavestoyaruszuuidouse Tusunsuussand viadlviuimsnieuen wu n1suims
Jan1s Application Programming Interface (APl) n3enisdnifivdayaiuses (Credentials) dmiunis

9 as

\Beusiof limunzay Feduduladedrdyiilugnsslnavesioyadiuyanauasdoyadidiy
UDIDIANT

uanani E'J’qwua"mmemu'awuﬁ‘zs'aﬂwiﬂ”'\ums‘u%msimnwsﬁaqattasﬁwénwsm’hﬁa
Wy nsimvundnsllvnsay msﬁﬂ'nﬁcﬂ*ﬁmuﬁhﬂﬁl'ﬁmuLwié’aﬂuﬂm'h?muaej msliifnoauand
WefinsidsuuvamiinewuaniwnisufoRen TuinsnaszuvuImsdanstydgldau
WuuTINAUY (Identity and Access Management: 1AM) ‘i'faL'f]uﬂ%ﬁ'mﬂ?uﬁﬁﬂﬁ‘ﬂ'@y)ﬁd’:ﬁgﬂﬂaf/‘l
Slvaannsagmirluldlfegrefiussansnminegliussasdd wasunmudsswianmsasiintoya

(Data Breach) Turanine

'
o. ATUIELRIUNIATUALYARINSUATANEMSInES

o

o & ' ) v a o & v e %
N 'LuwaqUVIU'JU\‘]']UENWUﬂfQM']ﬂWUﬂquSMWSQﬂﬂqsaV‘ﬁﬂqilﬂ']ﬂ\ulﬂﬁ va‘Ubﬂ?N’lu

v

o/ o

< 1 vV oa < 1 v Y L ° &
‘U\ﬂﬂqﬂna‘hﬂlﬂﬂﬂjﬁlﬂlﬁﬂﬁﬂaﬂ')']NJJUﬂQUaaﬂﬂEl‘llﬂ\ﬁzUUﬂ'ﬁaUW]ﬂ IﬂUNUizLﬁuaqﬂﬂJ U

o

° a £ Yo v - va & a ° ) v o
. ﬂ'ﬁﬂq'ﬂuﬂﬁ'ﬂﬁﬂ'ﬁL‘U’m\ﬂuLVﬂJqﬂau Wia‘lﬂaﬂﬁLﬂUﬂ'}quf\nLﬂuma'ﬂu’]ﬂ

o Mt @ldaunlbildlinuusitinalnldouey (Gylase)
o nshivsuanslvassndastunisiUdsunlaminimusuiageu
1o - Ar LY d‘ £ % o wa < o
o mslifinaeudnilagiiuiifloyrainsiuanmnisufifew vievuaausudulunis

VNENasEUY

a ) w 3

o audsanmstidrudydlashivmizansinyerainsnielu giudn Ausau
WIoRMuIn1sAeuen

a v v P} (=Y A( 1
. msmmmsmuquuazmﬂmum'ﬂ‘umu zy‘vmuaisuuwsaucy%'awﬁizmuqqama

<
LWERWD



AY)

visil Yedudanamenvdmaliiflivszasdamsodtyiglinulvltlumsidifdeyanie
o

<

o

sruuddgueaihsalaghilavennn visldnuiuveuwamhinivun

v o

Mty mihenumstvuansnseuaudyddldnuwazansmsdadiedraduszuy

v

Tnensounguusiaud Aty fall

e

nmsivuakareyliRavisiliaguu Ui

.
<

o o £ A4 v o v o

nsuSuasuansidlaiinislendrevsalasuiUamunm
L4 A v oo 4 o W U . .

mMswenuinfaNusuiinveunddyeananiu (Segregation of Duties)
nsmvAuuasinmumsldnudyTansseavas

v A& A P v oad v @ wa
n1ssziunssifinoeudvdlaeviuiilowuaninnisujifau
o s 1 A [ 1 A 1 24 L% 1 :,l o a []
funulputesiad unUaonie WU vANBEINSISWERIUYY MUUASIBANSSVARIY
fowinu (Blacklist) wardnasunisidiaSesllodnn1ssianiu (Password Manager)
AmuanIzuIuNsaguLazfAuTaReg19Uaendly Ly nsEuduMIAUNBUSIER

sWarIU warIanIslgusHaEuA

0. ArmdgNNsTluavesdeyauaznsaruaunsdeendeyalivilewe

dv v v LY at b4 d
UBNAIINU dANTINUING E]Nﬂ']il‘ll\‘]?ﬂiﬁUUﬁ’]iﬂuLWﬂIUﬂQQUUfIﬂ’)’]?J%U%BULLﬂ%L'U GG

funateszuy yibifinissuds dauiv wasldnudeyainmatetemia vessuunigly seuvaand

< [ a [ 4 ' I3 [ 4 [ ]
e uusUNA ATy STUULYT LW 2UNIAUNAWA wazlUsuASUIUIUSIILE8S MINNUIB9TY

IANMIN1IAiuguatesastaninzan envdwalideyaddygnilame Wrds T wie

dwenludimeuenlagliliiuaygy e

a o ] [ B |
TngAudeainuuse el

[

nsAvuadansInavavalivangay viaalrdrdaninafuanudndu

v
v 4 v °o w o & day o o
msvaivteyadrAglussuuvienunnlivasnde
msfudiiayalaglifimsidita wieslddeamaiibivasnse
v ¢ = - ‘ el o
msldauiszuuarand Bua viaszuuwesing lnglifinnsnismuguiniieswe

N3N mmmsmmauquuamflwszi’q msﬁﬁaga 2AIMNTTUY

@ = o

n1sldswanue wiedaiiuveyavyduasnguadimiuid sunasyuy

Y av o
Tudnwauelivunzau
Adeannlusunsuiviusiwes Wy msdudingianiu nsgnulue session
token %58 cookie warnsidauauveenlivasniy

nsaaawisussianvluedeyanarunsonsteyatydd ldruniedeyadifiny

E v
MnATOlTU



Fau muluasivuaniasnisYestunissalvavesteyasg i uszuy

TneaseunauUssiaudAty Ml

1

m.

o FuunUssinndayaniuseaiuaiudAny (Data Classification) WazAMMUALUINIS
nslganudoyantdramungay
o w < v ot v v o ° e
o Sadvsnsidndsiayamumitiuaseudndu (Least Privilege)
o WhaadeyaviturdnfiuuaruniSuss (Encryption at Rest wag In Transit)
% ¢ ¢ ) v 1w < Y
o AUAUNISIENUBINE STUUANIA SEUULYSING uardaansiuditeyaduetheiany
o - v & o o1 a4 v @ < ¢ ¢ a X dad v oavous
» vanduansdafivivaiuvisteyaiusesiluivusiweivieiunndislaie
a ¥ vy o
o mupumsinsarlinudversvesiviuniweivinnduy
o H15e msiadpU wazmUANMTINTeYABENIINTEUY (Data Loss Prevention)
oo cd 1 v | 4 ' °
o arnasuwasleviuliowrimjluetoyasngunialflinusdwmivane
ﬁ ¥ ., o ¢ al ¥ oo .
anadsnnsiaiszuulesuarssuuna liuinsanaigusnlimsngay

o & o ¢ o ar < o a vV a VI
il 33UUL'JU1‘UF\ ULEIALIeY LLaZizUUﬂ']iﬁULVlﬂVlLUﬂlVIUsﬂqsﬂqﬂﬂqﬂuaﬂ unmdu

ar 1 ol <t 5 1 o ' L= s
Wawngndnveanislaudanglivseasdd winfinisasailimanzay nievinnisguasnway

< @ 1 o4 | v a ' a Y o M vas
funsasaitegusaiiios ervdwaliAnmundssdansgnlenfuasitrie ssuulnglildSuoymyin

Tneiissiiuddny fadl

nsaersruuliivngay wialaldnuusmsuaswesnnlisndy
msliuudsgerinas ssuudanisidon (CMS) wsudsn vieudndulviiulagiu

o Q'l Qs o o/ d “~ v o
A15UINNINSNISIESUANITUAARnSud T ussuuUaliuSnnsanaeuen
st mundnsvelyduinssetylgguaszuulimunzan
ﬂ’nmﬁuemﬂn'ﬁqnhuﬁchu*ziaqmaL'?'u Wy nsawnutealvl nMsindessuulaelile
s =] v [ 4
Fusyyw visemsudlovindules

magnidszuuiutomaunsnszanedawd visulueteyavesmheauuasglyny

¥ & o ) ' ) v ' [ = v
Wil mudssdenanenvdawaliszuvveahsagnunin gnudludeya viegnldidu

asusulumslandssuunngluvesmisa delu wdlsaumsanidunsaiuniuiuaiaendy

% a a VP ' ° 0 w v &
voaszuuivlenuazssuuidaliuinsainasuenegwainiaue Insaseungulssiaudifty dail

a o ) (4 M 1o & o & YV ot o o«
Ynudnsvsonesanlidndu uazdrianisntiaaniynsndy
YSuumemautuatasasurosssuuliinungay (Secure Configuration)

[ L3 4 [ 4’ a ¢ 1 d -:l hed v L%
sulangaNAWIS Sruudansiilent wsuddn wavdiuusenaunifenteslntulagtu
GHIGHG)

Srindvsveninluinsuardniauassuumumdnarudndu
wenduszuuiiliuinisameusnsenainssuunelu (Network Segmentation)
Ansanlduinsnisdestunislaudeutosmiaiv 1du Web Application Firewall

A af )
(WAF) M3aunasnisitieuin



o ' - '
. ﬁ’nmﬁuamnmssn‘lﬂamuszuumamaua:.' APl

nnmasyiuarisauaniunisalfsanaunilewes wuinisialwaveadydgldnueraingn

A3LE 8970358V ausauarni15idaru Application Programming Interface (API) @ al4lunns

o v ' 5 1 o 0 w [ Y
wanwasuteyaseminszuuwiamelusazaneusnmizeau lnedusaaudidy dd

nsfmuAgvsn1sae AP ey vielRantiiumudndy

o [ Lod </ ° [y o § ] <y
NSIANVVBYAITUIDIAMIUNIILTBUAD L¥U APl key, access token, secret key 1138
L% o a LY d‘ 1 s
Jaydusnis ludnvuzitbivasnsiy

a v o ¢« Sy o o v at ‘o
msWamedoyaiusesluzeialdn Tnddsn wieszuuiiaunsndibslilaglidniu
n15UIANIsAIVANLAESIianIsIdessuuid susefugInuinsnteuenniessuy
Ry
nsuanshseTanisldnu Ap vililiaunsoasiadungAnssutinundla

o o v Y [ 1 v ot W & W )

mnudsainmahdeyasusedldieudessuy ihfladeys wiedinsiu APl lay

Wildsuaugn

9 o

Vet mwLﬁaaﬁma’nmaaiaNaTﬁLﬁmnwsLﬁwﬁaﬁagaaWﬂm nsleansiiuvauen nians

[

] 1 A 1 1
TANATEUUHIUYBIN NS TBNABTENINTEUY

AIUU MBI TINANIAINTAIUANAMNTIUAIUR BRI BB T VU BNABLAY APl BENMNNEEN

[
° w @ a

TngaseunguussiiiudAey fail

o
£

Aviunansnisidnta API auvdnausndu (Least Privilege)
Jaufiu APl key, token wardayasusasluguuvuiivaende uasndnideaniidald
lugesalen
2/ a s ‘i‘ o s 4 1 U
linalnnstudummuuasnisaygiafivansaudmiunisitensassninaseuy
o a v et "o ) o o o v
Sansdtie APl muuvasiian 1y IP address %3 network Miaiiola
U A ] 1 d 4’ L2 LY a

WrszTauazasiaasunisldan APl eg1ssoiiies iNedasdunasasiadungingsy
AQ 3 '
NHAUNG

numuwavenidndeyasusewdednsnisidhdsilidniuetvainae

KUINENISANTUNITAIUUIATATS

a 1 v o o Y
F1AN1T Lﬂiﬁsﬁﬂiﬂﬁﬂﬂ’l’lmaEJ\‘iﬂWUﬂWSﬂ’JUﬂMQﬂﬁ’]ﬂSLLﬁSﬂWS ﬂﬁit‘t‘l’ﬁad ﬂ']'ii'ﬂ'wa

v O d a v a o < 1
vasdaya masessuuiulediuasssuuilabivinsannniouen saufennudsinssuuideuss

A b 4 1 ) o = el A ]
warniswaniua PUYDURTENINITUY ndsaumsauduunnsnistdesiuiazananuidesesradu

o v P « a s v v [ v
JeUU Aseunquvisatumalulad nszuauns uaryaains iwedasiunisideyalydeldiululy

f] A - d‘l ) 1 J o v av :
nedivau LaranNansenuNoIUARTUABITUUATITAUAYDINUILNU ansaaiiungle fedl



o. Audun1snsrvasukazlntedlnivesssuvuasaumeodaseniu lasawizseuuivled
wazuinmsmaliidrfeninnisuen saudasuussaranuiuasUaensovesssuuliivanzay
Yausmvdonedaflisudu wazivumunmsmstestunislaviiureamnaivetamnyas

b. d199978Ya0819UBY @ YA wardaLiutonadisadudnunsiiueneanainsyuundn
swddimsdsesuueanlal iesesunsdsvuugnlanfviafamndndasiinssnusernusioides
Tunishiuing

m. ASIADUNISLT 1958 UUIINTzezlna 19U Remote Desktop Protocol (RDP) Lay
Virtual Private Network (vPN) wiasiihseYangAnssunisldanuiiiaund uazdwmusunnsmsdudu
Fnufimnvaudmiunadnieannnieuen

<. varuldnrsfududinuuuunatedads (Multi-Factor Authentication: MFA) @5y
svuuddy seuuiidaliuimsanateuen LLasﬁm%sﬂﬁaﬁuﬁﬁﬁm%‘sxﬁuqq WIoNAMUATANU
Iilmnududeunasensionismann wazastmuauloveswasu wy nindensldatariug
fmuAsIEN1sSTARIuR a1 (Blacklist) wazduasunisldiag esilodanisswaru (Password
Manager)

. sUianszuuUuRns sevduad gunsal uasdiudssnouvesssuunne q Widudlagiu
agiane Taslanizssuuiid euseduini et eniouen szuuiuled szuuTanIsilew uay
yondw Tl uEsege

o, fndauazuiudgessuutastutawsliiamuiumivegiaue Tnaawizmsdeaudfauss
jsTuedoyatnydgldou deyasusedmiudeuseszuy wazteyadfnydure s

. n52980UnUnsaive lT 1 Tnstaniznsdnisuuauainaisuenuyieay
gunsaivasfuaszuy wasunsaifiliidnfssuudidy Weliivlahiinasnstesfuimnzan uas
innaglunmzdsaiansirinavasioya

a. dhsztuasiianeituiinnisldauseuu (Log) adusaiiles LLazﬂﬂ'z’J'aagaﬁLﬁm-ﬁaaﬁu
foanamsnldlunisasadunazdeiu lnslaniganufiaunfivesmadhdseuu mssenldnussuy
mna‘i'nmﬂqﬁ"lzjﬁuma ms‘l‘imuﬁ'cu‘?:ﬁméqq u,azmsL'ﬁwﬁqﬁagaﬁﬂﬁmﬁﬁﬂvlﬂmnﬂnﬁ

<. ATvdBULATAIUANN T RsTesssuUvTaliuInsaneusnagsany saufeiwundns
nadfsdmiussuudousie TUsunsuuszynd uaz Application Programming Interface (APY) A1
adndu dnfutoyaiuses nouedu wasTmaudmiumsidousosdwasnsty uazidhseanisly
nuiiRaunfegeamiane

ao. Saliflszuuuimsdansvyddldnuuasaninsidrfuuusiugud emuunesiia
Unddldemegradussuu aseuaqunisaine nmsudly mssdu uagnisenidndy srudimsidin

a wa e

a o ad a P v d a v o Y]
ﬂaua'ﬂﬁﬂUVILUE)llﬂ'ﬁl'ljaEJUWLJaQVHJ']'VWﬁE)WUﬁﬂ'\WﬂWﬁU{]UVNWU FAIUINTVUANTEUIUNTIO UL U

LY ] o w P

f9mu (Identity Proofing) dmiunisasreadnyd msgAulnd warmsiisuulastoyadifty (e

L7

Jaafunisuausnsinu



o £ v ot v o e a wva [

0. ATUANMIIIMUABVE NS Emmitfvazanuindureansufifau wieumunu
£ [ v v o v P { ) -
avsuesldnu dauaszuu wazfiivrdesmeueniduseey Wieanaudsaainmsiinttayanie

ssvuiunrwdniu saisasnidsannsldonlagbivmnzananyaansmelu

@

olo. fuuasInsn1sUesiudoyairlnastraminzan lnssuundssiandoyadifiy
Srfamsdhdsmuseiuasniy dhsfatoyaimusdaiutasuuziuds wasmugumsasesn
foyarhussuudiua Buneundiadu svuunans uargunsalnnwn edesiunisihdeyasenan
sruulaglifldSuoyyn saudsmuaqunisldaudoyainiviustiwes uazdesiunsiaivdeya
Fusosludnunziilivasnsde

am. SalidnsmageuaImuaaenfsreaszuUat nminaue Wy mMsUssdiugaiu
A1SNAADUIANETEUY Uazn1sAsIvanuaNl unsaeadsvoaivled ssuuideuse uas
Uin1sneuen Wedumuazanmuidsnouinmanisaieds sudaimuainsniseugunsiden
session LU NSTMMLATEEZIAMLABIETDY session WA¥NTENIAN session IilawungAnssuAnund

oc. a3nauassmingiumiutunsasadsitugldon fauaszuy wasfiisatos
Imv'lﬁm'mg"l,r‘fUaﬁunwsﬁfﬁﬁ’amﬁuaa'wﬂaaﬂﬁa N5l MFA n1ssedadeainnisvasnany
yedidnnsedind nsquateyaiusesdmiudenseszuy uasuiummsudamasasslunstéon
SLUUN TAUNAYBINIBNY

oc. Wonuvdoasdeinsiariudlnaliudsifldnundsuiuilagldsiainlminvaonsis

Tdlildswanudu



KUININMSALAZIUABU SR IUSEUY CYCL
1. waninasin1sResarulng
swanulwidesiruenodies 6 $nasy Usenoumesnuszegiatey 2 Usean 9nngu

dnuseeasalull

e/ e o

1) fMdnysnwsengusuan (a-2)

2) fdnwinwiginguiaveg (A-2)

3) #av (0-9)

4) Fydnwalmay (Qu s, #, 1 7)

Fregnmanssasiy Relildnuansoimuasiaiuldedagnies sogeswariud

Wulumundninuet e

AoEn9sarIY Ussandnuseitld
Cy3#26 ffudvg, MRuian, e, wesdydnuaifey
YoutH9 AR, RuEn, Lazsia
Dla@69 fMfunlvg, ffiuian, e, wardydnualfey
CYC2026! | fuwlug, sy uazdydnuaifiay

s y LY P PR . s P o w < o -

P9819TNEN LT BIVNNZEY WU 123456 %58 abcdef Wiasanildnussieslssnmidien v
Wugvwuuiianmnsamaalaine

e : fegsiaruiwudavhtuivesenauanudilamingi glfunlsimue

SWANIUYDIRULDY wazluaisuidmegisenanlulaiduswanuasa

2. fuuniuasdomsseiddunsdestaniu

2.1 yUwuuitlimngay (dnidesnisldaow)
- Tuisiou Uifie
- e wURsUsEYITU
- mnuauinsfwg
- sWewidnanu wieddusiauieaiu (W 123456)
- Fe-uuana vieteyadiudaiimamnlinanndodinuooula

2.2 sUuuuimngay (wuzdiilden)
- duuandidnysuasiiariiiiiAsadostulasnss (Wu Cy3#26 vi3e YoutH9)

- MANBBINSIYSHARTUT T UTEUUIIUBY 9

3100 0lAn HUDUAGDVICNINGD WASTUUY NSUIIWH 153

i

Wattana, Bangkok 10110,

7R thsoke) | Klongloey N



iy

3. JuABUNSWaNusHaRIusTUU CYCL

W ¢ P

1) g duleiseuu 9 hitps://cycl.dla.go.th/pub/landing.do
2) dudunisadeadildeu (Log in) auund

3) syuvtsianaely wWasuswar e lnesalulfd

4) szy “swaNubL” wazivue “siasln” T Iulunnnusidimue

5) asndsummgnasdLarnaly “Yuiin” iWedudunisiisusiani

B OWIN L 00VARSICEIRGO IOACLUT NSOINWH 1010
1O Qo 28 R tAsoker |, Klongtoey Nua, Wattana Bangkok 10110,




g A af []
JunaunisilagusuanIussuy CYCL
1. msihgszuy (Login)

1) TRUN https://cycldla.go.th/pub/landing.do Fauans URL Address

whdsuy

2) adniwy

€ CQ) % cycl.dIa.go.th/pub/landing.do] aQ w b} o
88 [ Unk-UATInDLAIT. [ DLAITMAGE (O DF (D LsQ [ MHESE [ oval [ KR 3 All Bookma

- . ST
s~uums_a\7n~tuauua.gjuvaqa - KGWEN  avnadouannBn  fmufwudou  dadiast  Dashboard Whdsuy @
ADMISANUONUINEIDBLVOVOVANSUNASODA JUNDONU — y

ﬁ thous:oduwus fonua didaEsfionssy ASNJOSDUSL uuudisoo

sUnmn 1 miheen1sidgszuu (Login)

1.1 hgszuudae Jadldauuassviary
1) nyonsas Lt

2) nyonSUENIUY

a ' whigsuu 1 v o o LY s wa
3) AdnU FPULITHanaViinRe Y “Wasusiang” lnednluia
@ s:uumsaon:tﬁsuua:g)uﬁaqa o N aon:fuuaudn  mmuefwulpy  Goadoisy  Dashboard ~ hgscas e
momsamibnuasenduusovaddnsunasovdiuiooiu v

1auGasuUs:IwiussL £ sRanitow

K’)ﬂ 1:9\? 1 o
. . %{ NSONSAARTSO I

AMEUSIMNE a0 foun

zﬁs}am My e a0

’ \/I[\‘_Y {v[} C ﬁ}i( nsanoAdu © ]

‘ O MBSy ausharu
7 Lﬂ@)m’umt / & Thaip

i g 3 g ]

’ gﬂw. g} cﬂ%}‘? {)

Vi % ﬁjﬂ‘ 8¢ VIDEO apumsidows:uu CYCL

hlomam
& ndsiidhuyg -

AHKSUdinuaEnsvu

UM 2 mhvaingseuume Segliuuagsianii



4) N3l BonNMUUATHEETULDY
(4.1) nsONSHANIULAN
(4.2) nsenswarulvy

(4.3) NSONEUTUSHREY

1 4 a 1 m ﬂ' = A d‘ e/ t
(4.4) #579ARUANUYNAD LavAaN £ WRBUTUNIWUAYUINENTY

@:‘?‘ nadouamdnua: -~ =
wBU

MAIN MO wagusKan

A whdulsdnssar

shasnuLtl @ j

@’ | dusiasiu
/

siawulng

GugiusRau

@ 1]

HUENg nsandusHamnuiAzuIuSws:ata050 6 () Inubsnus:wauriuatulion 2 vda
3nsidn (aded)

da3nusinid (ABCO)

dnay (1234)

wudrydnund ($#17)

sUAMA 3 yiiee“Waesusiaru” nsdl Wenfvuasianules

5) n3al \dengu ey
(5.1) nseNTHAN MR

| dusfaru |

(5.2) AdiniiYy -
(5.3) spuuazuanm Pop-up swar Ty Wildou Araenwasdniusiarmlidwmivldlu

mseingsyuy

(5.9) AdinUsl £

[Sigs 0]

AR MER wasusHaru

A shulsdanssne

SR L
sm\u‘”“ -------
v
[ A
udusHaru @

HUNEHG asandosdainulRDSwKSHUS: 210000 6 4 lowiiSnussuauduas ooy 2 500
I35msidn (abcad
@FwsiHn (ABCD)

a0 (1234) cycltest.dia.go.th says
uludegSnuesG ($#17) e .
(=WFcpgoe |
= o -
IC

1.

JUN T 4 e “Wagusiai nsal Wendusianiu



1.2 f1gszuudag ThaiD

a & rhaiD
1) Aanyy

s:uumsaon:tuuuua:g.wuuaqa‘ niusn  anwnalouanBn  emenufiwudos  Goddtsy Dashboasrd ~ u?na;s:uu 6
Aomsamidnaanendsuuuoosednsunasovdzudooiu

LALJOEUs: IITILSIDL § sRaRIdv

E AmguS i an/odn
c%'ﬂa.}ﬂ 15 ljl shaxy DLA S50

Lt‘i{ﬂ Qg AconsAAHIU ]

E?A Susas Awsudnuatensvy c
ﬂﬂi}t%,@ﬂt i | = maip 1)
nNffiayy 0 '

? s{}m % I‘ffm 33& B VIDEO aoumsldvs:uu CYCL

JUA A 5 miheeringsguuniy ThaiD

2) 52UULLAMY QR Code viaaLnumIeoUnaiadu ThaiD

oy
wihgsou
sia Thald
SEUUAIMTTHUSAURAUATIETINY
unaraTi :00:5%

" snmenanie

ManlaikikEiudueawiediva aanbilan
munminasas news st

JUAMA 6 QR Code tiaaunumeweUnaLatu ThaiD

3) Wawey ThaiD vugUnsaivesflden udrauny QR Code Aiusing Womsaunudiis

STUUILUAAMLINADI “WRsuswan 1 lnedmluld



4) N0 @ONMIAUATHAR 11D
(4.1) NSNSHAN LA
(4.2) nsensvian Ul

(4.3) nsonBUTUT AN U

(4.4) AsdeUANNYNABY WarAANUl B3 jotusunsdousarin

s
4% nosuamibmua =
10710UU

MM wasusHawu

A whidulsiasisax
sRahuby @ )
srashulr @ J dusAasiu

BudusHa m @ l

HUWARG AsandosRauBilSWSADS: 0670000 & 63 lowulanussuauruoicdon 2 uia
dadnustin tabea)
M3nusiing (ABCD)
a0 (1234)
CIUIAUEWIG ($#17)

sUA WA 7 wihee “Wagusiar’ nsal ienmvuasiariued

5) nsel dondusann
(5.1) nsonIAR WAL

! gusrau

(5.2) AdnTIdy
(5.3) sEUUITHAN Pop-up sWan it Wigliau deaenuavdanusianlidwmsuldly
Mg sEuy

(5.4) AN

" nadovanurua g
sy -

MAIN MENL

wadsusHawu

A shSulsdnsnsnx

sRarway L @ J :
sHaRUIHG - @ | adusianw ] m
i FA ]

Gudushariu

RUWAHG nsAndvsAARUIRGIWUSAUS: 26 wos 6 0> neddnuswauiuddiodas 2 vda
ddmssido (abea)
Hadnusinad LABCD)
nau (i234)
WJudtudnund (S#17) cycltest.dla.go.th says

(’:chque\

| N

JUAMT 8 vt “Waguiaru” N3l Bendusianu




